
IBM Hyper Protect 
Digital Assets Platform

Institutions are embracing digital assets 

Safeguarding digital assets from insiders & outsiders
Whether on-premises or on the IBM Cloud®, IBM’s open application environment is uniquely engineered for trusted computing. 
IBM Hyper Protect Virtual Servers offer holistic protection: FIPS 197 compliant protected memory enclaves of up to 16 TB each for 
containerized applications, Common Criteria EAL 5+ rated separation between enclaves, and exploitation of IBM Hyper Protect 
Crypto Services FIPS 140-2 Level 4 Hardware Security Modules (HSMs) for envelope encryption. These technologies support 
automatic encryption, hardware-bound and multi-party computation (MPC) signing, and approval and compliance workflows 
transformed into immutable runtime binaries.  Operators access only authorized, whitelisted REST APIs and have no direct 
operating system or memory access. Secure boot protections maintain secrets and defend against inside and outside attacks. 

Digital assets are maturing, institutional investors are moving markets, 
and financial firms are tokenizing previously illiquid asset classes such 
as corporate bonds, real estate, and derivatives. Regulated, 
institutionally robust digital asset custody services underpin all these 
vertically integrated markets.  Loss of control of an account’s private 
keys through cyber attack or mishap can result in irreversible asset loss. Trusted infrastructure for financial services
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Plug-’n-Play what you 
need for your solution
Capitalize on modular 
offerings, from “a la carte” to  
ready-to-use solutions for 
digital asset custody, 
issuance, and trading. Use 
IBM’s building blocks to add 
new business services on the 
IBM Cloud, on your premises, 
or on both - hybrid style.
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 ibm.com/cloud/hyper-protect-services
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Build signed, custom encoded business rules 
around your distinct compliance processes

Bespoke Compliance Processes

Leverage third-party software attestation for 
cryptographically secured production builds 
without human interference

Block insider malware contamination 

Enforce on-demand, authorized transactions 
per immutable policies with the security of 
cold wallets

Increased Wallet Liquidity


