IBM Storage

Highlights

Detects hidden malware in
backup data using extensive,
continuously updated threat
intelligence

Enables advanced, flexible
threat hunting with behavioral
analysis, ML-drive detection,
and custom YARA rules to
uncover suspicious patterns

Provides automated and on-
demand scanning without
impacting production
performance

Integrates seamlessly with
SecOps workflows for
streamlined response and
governance

IBM Data Protect
Threat Scanner

Data Protect Threat Scanner enables
automated scanning of backup copies to
identify malware and ransomware before it
can compromise recovery, accelerating
incident response.

Attackers increasingly target backup data, and malware can remain
dormant for months, bypassing production defenses and jeopardizing
recovery. Organizations need a reliable way to validate immutable
backup copies without impacting performance. Data Protect Threat
Scanner uses continuously updated threat feeds, Indicators of
Compromise (IOCs), ML-driven detection, behavioral patterns, and
custom YARA rules to uncover hidden malware and help ensure clean,
trustworthy recovery points.

IBM Storage Defender Data Protect Threat Scanner is a malware
detection engine designed specifically for backup data, using large
curated IOC libraries, ML enhanced analysis, and custom YARA rules to
uncover threats that evade frontline security. By validating immutable
snapshots at scale and without production impact, it helps clients
ensure recoverability and resilience against modern ransomware and
dormant attacks.




Data Protect Threat
Scanner enables Storage
Defender Data Protect
clients to accelerate
incident response using
on-demand scanning on
backup copies in-place.
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Data Protect Threat Scanner identifies dormant ransomware and
malware by leveraging a large, curated threat intelligence corpus that
includes 110k+ IOCs and over 694 threat families. This continuously
updated feed, sourced from partners like Google Threat Intelligence,
helps Threat Scanner detect threats that frontline production tools may
miss. Customers can also extend Threat Scanner with third-party
integrations, such as CrowdStrike, to leverage intelligence already
used across their security ecosystem

Beyond static signatures, Threat Scanner uses machine-learning
enhanced detection and allows clients to upload custom YARA rules to
proactively hunt for malware I0As, I0Cs, and misconfigurations. This
combination uncovers variants, zero-day indicators, and suspicious
patterns that traditional antivirus tools can’t detect.

Threat Scanner runs directly against immutable backup snapshots,
enabling scheduled background scans and rapid 1-click on-demand
scans without adding load to production systems. Organizations can
continuously validate recovery points while maintaining performance
of live applications.

Scan results, including threat family details, hashes, and impacted
files, flow into SIEM/SOAR tools, SOC dashboards, and ITSM
processes. This allows security teams to triage findings within their
existing workflows, strengthening incident response efficiency and
supporting consistent governance.
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Data Protect Threat Scanner gives organizations a reliable way to verify
the integrity of their backup data and eliminate hidden ransomware
risks. It ensure recovery begins from clean, validated snapshots,
strengthening cyber resilience and providing confidence that critical
systems can be restored safely and without interruption.

Why IBM?

IBM provides a broad portfolio of hardware, software and services to
help organizations efficiently meet their IT infrastructure requirements.
That includes reliable data resilience solutions that help accelerate
business recovery from unforeseen catastrophic events. As business
needs evolve, IBM solutions prioritize interoperability and the
integration of new use cases or approaches, from analytics to multisite
backup and near-instant operations recovery.

For more information

To learn more about IBM Storage Defender Data Protect Threat
Scanner, contact your IBM representative or IBM Business Partner or
visit ibm.com/products/storage-defender/data-protect
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