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Opportunity to
Improve KYC and
Transaction
Monitoring with
Accurate Country
Risk Ratings
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AML laws, rules, and regulations
require financial institutions to
assess geographic risk

Need to deliver comprehensive,
consistent and up-to-date risk
ratings across geographies

Replace existing internally
developed high risk country lists
used in transaction monitoring
systems, KYC programs and
enterprise-wide risk
assessments

1True Cost of Financial Crime Compliance Study, 2023

o

98% of institutions report an
Increase in AML costs?

~$14B

In penalties and asset seizures
for violations of financial crimes
and sanctions requirements in
the last 5 years from US federal
and state authorities?

22025 Year in Review: Economic Sanctions and Money Laundering Developments, Paul Weiss

<

Extremely manual processes
that are highly FTE-intensive

100s

of full-time employees (“FTE”")
required on compliance teams
at large banks


https://www.paulweiss.com/media/vrdoppgg/economic_sanction_and_anti_money_laundering_developments_2025_year_in_review.pdf
https://risk.lexisnexis.com/-/media/files/financial%20services/research/lnrs-tlp-true%20cost%20of%20financial%20crime%20compliance_2023.pdf
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IBM Promontory Geographic
Risk Insight (“GRI")

provides a standardized country risk rating for money
laundering and terrorist financing, sanctions evasion,
and corruption risk. It replaces internally maintained
high-risk country lists used in transaction monitoring,
KYC, and enterprise risk assessments.
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Benefits

@

Alignment of
geographic ratings

with over 70 institutions

globally including large banks,

broker dealers, and non-
financial institutions using a
tested methodology
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©

Up-to-date country
level geographic risk

with frequent periodic
database updates, based on 36
data points from globally
recognized sources, enabling
dynamic data for accurate risk
ratings

0)

Increased
SME availability

to focus on risk mitigation
rather than risk assessment

@

Improved analyst
productivity

with less time spent collecting
data and generating ratings,
reviewing results, validating
risk models, etc.



Key Features

Geographic Risk Ratings

Risk scores and ratings for 282 jurisdictions
updated three times per year and includes
access to all previously published updates to
the ratings

Sanctions and Corruption
Specific Ratings

Additional ratings generated by using sub-set of
indicators used in the AML ratings for use in
sanctions and corruption related risk
assessments

International Perspective

Ability to apply either a U.S. or non-U.
scoring model

S.

Jurisdiction Scorecards

Underlying source data for a specific
jurisdiction, displayed on an easy to
understand single page scorecard
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Compare Versions

Easily show how risk scores and ratings
have changed between any two ratings
updates

Customizable Ratings

Ability to modity the methodology and/or
adjust ratings of individual jurisdictions to
match your institution’s risk tolerance



Tested Methodology

A

Comprehensive A( High (6 <)

Other
Factors

Major Drug
Transit/Producing
Country

Our well-documented and easy to
understand methodology is based on

Siher Medium @ <, <6) regulatory guidance and feedback from
Factors regulators, leading financial institutions,
e and experts at Promontory Financial
EU Non-

Coo peratci)\?e Tax Grou P

Jurisdictions
Other
Factors

Corruption

Perception Low (< 3)

Index
<43 1
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Globally Recognized Data Sources

Indicator

OFAC Sanctions *

Designated Terrorist Organization

FATF Mutual Evaluations: Effectiveness Ratings * *

EU Sanctions *

Major Drug Transit or Major Illicit Drug Producing Countries

FATF Mutual Evaluations: Technical Compliance * *

UN Sanctions *

Trafficking in Persons Report

OECD Tax Transparency Report

UK Sanctions *

FinCEN Advisories *

International Narcotics Control Strategy Report: Major
Money Laundering Countries

EU Non-cooperative Tax Jurisdictions

USA PATRIOT ACT Sec. 311 — Special Measures *

International Narcotics Control Strategy Report
Comparative Table **

Corruption Perception Index *

EU High Risk 3" Countries

FATF “Black List”

Worldwide Governance Indicator on Control of Corruption *

State Sponsors of Terrorism *

FATF “Grey List”

Worldwide Governance Indicators on Regulatory Quality
and Rule of Law *

+ Source used in Sanctions Risk Methodology | * Source used in Corruptions Risk Methodology
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Community ot Subscribers

[ s, Institutions] IBM Geographic Risk Insight supplements the 22
indicators with AML risk information that we receive from

\
s Institutions . . .
“ = Regulators and officials in law enforcement agencies;
= IBM Geographic Risk Insight subscribers; and
Promontor : .
« - [ Fiold Worky ] = Promontory Financial Group consultants.
African P 4 * o Regulatory
Institutions | Feedback
Non-Financial
Institutions

Subscribers include global financial institutions, community banks, broker-dealers, asset managers, fintech companies, and non-
financial institutions. Subscribers not only use the database but provide information and feedback that enriches it in the future.

pyr— our informal channels around the world including:
[ obalFmanmal]

[ Asian ]
Institutions S -
—_ -

European
Institutions
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Core Program Team

Promontory Leadership

Specialist Team

Shweta Jain

Partner and Promontory Risk and Compliance
Practice Leader

Program Leadership Tl

Promontory Partner
SMIE: Financial Crimes

James Pastro
Promontory Associate Partner and TIRM Practice

Leader, Delivery Oversight .‘:
1.
Program Management A
£
{4 »
Andy Yellen Jordenne McKay, Esq., CFE Christian Kelsey, Esq. Collin Wilson
Sr. Managing Strategy Consultant, Managing Strategy Consultant, Sr. Managi{‘lg.Stratfegy gonsu/tant sr. I\/Ianfyg{'ng Strategy Consultant,
Finance and Operations Manager Program Manager SME: Financial Crimes SME: R/s/; Managfement and
axonomies

Core Team

| £ (4
, ' Dan Grigore Cosmin Desaga
Technical Team Manager IT Solution Architect &
Julian Rodriquez, JD/MBA, CAMS Steven John Khoa Nguyen Developer
Sr. Strategy Consultant Sr. Strategy Consultant Sr. Strategy Consultant —_———
SME: Regulatory Obligations SME: TIRM FW SME: Regulatory Obligations = ===T=
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Geographic Risk Insight |

User Intertace

IBM Financial Crimes Geographic Risk Ratings Scorecards Libraries Admin Help ® jordenne McCay

Insight

DET]ETG] Versions Compare Versions Indicators HIDTA/HIFCA CTRP

News  The most recent Geographic Risk Insight country risk ratings were published on 1 April 202...

Dashboard

Version: Geographic Risk Insight 3.31.26
=AML Ratings Map

Version Details
Legend
Release Date: 4/1/2026 @ High
Perspective: US Based Rating Medium
@ Low
Release Notes
Methodology.
Export Ratings
® xlsx O xml
Export Jurisdiction Datasheet
Export Parameters
Top 10 High Risk Jurisdictions
[ Jurisdiction Name Risk Rank
1
2
y
5
6
g AML Ratings Sanctions Ratings Corruption Ratings
9
10 Jurisdiction “ IS0 Alpha-2 ISO Alpha-3 1SO Numeric Risk Score Risk Rating Risk Rank
Afghanistan AF AFG 004 21.36 ® High 12
Akrotiri 1 ® Low 163
Aland Islands AX ALA 248 0 ® Low 223
Albania AL ALB 008 5.32 Medium 87
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Geographic Risk Insight |

Methodology

IBM Financial Crimes

Geographic Risk Insight 3.31.26

Methodology

— ¥ =

[ oY)

= = = PROMONTORY
- .- 4 o ()IBM Conosulting
—1 —

IBM Geographic Risk Insight
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Geographic Risk Insight |

Release Notes

IBM Financial Crimes
Geographic Risk Insight 3.31.26

Release Notes

[,

QPROMONTORY

1BM Consulting

..lli
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1BM Geographic Risk Insight

Overview

These release notes cover the 31 March 2026 release of Geographic Risk Insight 3.31.26. Geographic
Risk Insight 3.31.26:

The

carries forward data from the most recent Geographic Risk Insight release, where still applicable
and timely;

reflects the most recent updates to the OFAC

reflects the most recent updates to the EU Sanctions

reflects the most recent updates to the UK Sanctions

reflects the most recent updates to the USA PATRIOT Act Sections 311 and 9714 Special
Measures

reflects the most recent updates to the EU High Risk Third Countries

reflects the most recent updates to the FinCEN Advisories

reflects the most recent updates to the Designated Terrorist Organizations

reflects the most recent updates to the OECD Tax Transparency Report

reflects the most recent updates to the EU Non-cooperative Tax Jurisdictions

reflects the most recent updates to the Transparency International Corruption Perception Index
reflects the most recent updates to the World Bank Governance Indicators

reflects the most recent updates to the FATF High Risk Jurisdictions

reflects the most recent updates to the FATF Jurisdictions under Increased Monitoring

includes the most recently published FATF Mutual Evaluations and Follow-Up Reports.

are summarized by the following table:

us.risk | NOmUS- s pisk | Ne™US | summary of Reason for
Jurisdiction Rating Risk Rating Risk Change
Rating Rating
Removed from EU Non-
Cooperative Tax
Antigua and Barbuda Medium Medium Low Low Jurisdictions list and
improvements on OECD
Tax Transparency Report.
Changes to Experiential
Argentina Low Low Medium Medium | Judgment.

Azerbaijan

Burkina Faso

Changes to Transparency
International Corruption
Medium Medium | Perception Index and
World Bank Worldwide
Governance Indicators.
Removed from EU High
Medium [ Medium | Risk Third Countries list.

©Copyright IBM Corp. 2026. 3




Geographic Risk Insight |

Scorecards

:BM Financial Crimes Geographic Risk Scorecards Libraries Admin Help 8 Jjordenne McCay
nsight
Scorecards
AML Ratings Sanctions Ratings Corruption Ratings
Scorecards

Jurisdiction:*

Afghanistan v
Version:*
Geographic Risk Insight 3.31.26 v
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Jurisdiction: Afghanistan ISO Alpha-2: AF ISO Alpha-3: AFG 1ISO Numeric: 004 Risk Score: 21.36

Sovereign Parent: Afghanistan Perspective: US Based Rating Risk Rank: 12 2 PDF Scorecard

Indicators contributing to Risk Score

Indicator Value Score
Sanctions and Special Measures

Office of Foreign Assets Control Sanctions (Visit Source) Narrow Sanctions

European Union Sanctions (Visit Source) Narrow Sanctions

United Nations Sanctions (Visit Source) Narrow Sanctions

United Kingdom Sanctions (Visit Source) Narrow Sanctions

Combined Sanctions Narrow Sanctions 3

USA PATRIOT Act Section 311 - Special Measures (Visit Source) N 0

EU High Risk Third Countries (Visit Source) Listed 1




Geographic Risk Insight |

Version Comparison

IBM Financial Crimes Geographic Risk Ratings Scorecards Libraries Admin Help ® Jordenne McCay

Insight

Dashboard Versions Compare Versions Indicators HIDTA/HIFCA CTRP

Compare , _ _ .

AML Ratings Sanctions Ratings Corruption Ratings
Po—— Geographic Risk Insight 03.31.25 - US Based Geographic Risk Insight 3.31.26 - US Based Changes
Older Version: Rating (4/2/2025) Rating (4/1/2026)
Geographic Risk Insight 03.31.25 - 4/2/2025 v
Jurisdiction Risk Score Risk Risk Rating Risk Score Risk Risk Rating Risk Score Risk Rating .
Rank Rank

Newer Version:*

Geographic Risk Insight 3.31.26 - 4/1/2026 Antigua and Barbuda 3.25 131 Medium 1 163 @® Low -2.25 Change
Argentina 2.82 146 @® Low 5.82 82 Medium 3 Change
Armenia 3.5 127 Medium 0.5 203 ® Low -3 Change

) Azerbaijan 13 24 ® High 425 108 Medium -8.75 Change

Compare Details ) © 2

View Score Changes Brazil 5.82 91 Medium 6.32 75 ® High 05 Change

View Data Changes

Export Comparison Burkina Faso 9.96 44 @ High 5.96 81 Medium -4 Change
Comoros 779 68 @® High 4.79 97 Medium -3 Change
Croatia 3.07 135 Medium 0.07 210 ® Low -3 Change
Cyprus, Turkish Cypriot 6.21 85 ® High 314 131 Medium 3.07 Change

Administered
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