IBM Envizi ESG Suite

Highlights

IBM Envizi is developed,
deployed, monitored and
managed under the IBM Data
Security and Privacy
Principles

Envizi helps ensure data
security through adherence to
rigorous standards and
quarterly compliance audits

Envizi aligns with evolving
data privacy regulations and
industry best practices to
help you stay compliant

Evidence of Envizi’s security
stance

Building confidence in ESG
data through rigorous
security measures

IBM Envizi helps you protect sensitive
information and stay ahead of ESG data risks
through robust security measures

With the rising risks of security breaches nowadays, protecting ESG data has
become as important as safeguarding other critical business information.
Practitioners must ensure that ESG data is managed with the same rigor and
standards to maintain reporting integrity and comply with disclosure regulations.
Robust security measures not only help prevent unauthorized access and misuse
but also demonstrate an organization's commitment to responsible business
operations.

IBM Envizi™ ESG Suite addresses this need with built-in security and privacy
capabilities that align with IBM Security and Privacy by Design principles
(SPbD@IBM). Envizi's track record includes:

= Secure by design — Envizi is developed, deployed, and managed to align IBM’s
strict security standards.

= SOC1andSOC 2 Typell and ISO 27001 certifications — Envizi is audited and
attested.

= Adherence to ITSS standards — Envizi is audited quarterly for compliance, which
covers compliance to IS0 27001.

= Federal Risk and Authorization Management Program (FedRAMP) authorization

These robust security features surrounding the Envizi platform help organizations
safeguard sensitive data on environmental impact, social responsibility,
governance practices, and financial information.
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Comprehensive security measures

Envizi is fortified by IBM’s enterprise-level IT security management program
Enviziis developed, deployed, monitored, and managed with high levels of security
and fortified by IBM’s Security and Privacy by Design (SPbD@IBM). SPbD@ IBMis a
set of focused security and privacy practices of embedding security and privacy into
the design of all IBM’s products and services.

Moreover, IBM has an enterprise-grade, continuing IT security management program
encompassing robust policies, practices, controls, employee education, incident
reporting, and reviews to mitigate risks and safeguard sensitive information. Some
of those security principles are:

— Data and asset classification and protection policy

— Asset Management Register

— Access control policy and user access management

— Use of encryption — for data at rest and in transit

— Operations security procedures

— Network Security Design Principles

— Physical and environmental security policies and procedures

— Supplier management — through a robust evaluation process

— Incident response — processes managed by the IBM Cybersecurity Incident
Response Team (CSIRT)

— Compliance and certifications — NIST, ISO, SOC 1, SOC 2, SOX, FedRAMP,
HIPAA, etc.

— Security and use standards for IBM personnel

— Organization and governance - a dedicated Chief Information Security Officer
(CIs0O)

The IBM Data Security and Privacy Principles that can be found at:

https://ibm.biz/IBMTermsDSP. For more information, visit the IBM Trust Centre at:
https://www.ibm.com/trust.
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Envizi helps maintain the security
and integrity of your data,
supporting better decision making

Protection and integrity of your ESG data

Secure by design

Envizi is meticulously designed and managed to help ensure the security of your
ESG data. Envizi ESG software's data privacy capabilities, including encryption for
data at rest and in transit, access control policies, and user access management,
help you safeguard data and maintain trust with stakeholders.

Data security and integrity

Data integrity is essential for informed decision-making. When data is exposed or
vulnerable to third-party attacks, it can be easily compromised. A loss in data
integrity can lead to unreliable ESG data, which not only complicates ESG
disclosure reporting but canalso result in misguided business decisions.

Envizi’s comprehensive approach to data security and integrity helps ensure that
your ESG data remains accurate and trustworthy. By protecting against breaches
and unauthorized access, Envizi supports the reliability and consistency of your
data, allowing you to make well-informed decisions and uphold your reporting
commitments with confidence.

Industry-leading certifications

IBM Envizi follows the ITSS standards (Information Technology Security
Standards) and is audited quarterly for compliance with industry standards such as
ISO 27001 and SOC 1 and SOC 2 Type II. These certifications demonstrate the
product’s capabilities to identify and neutralize potential security incidents that
could have severe consequences, including data breaches, financial reporting
errors, and compliance violations. SOC 1, in particular, confirms that the company
has adequate controls to protect financial data and ensure the integrity of financial
reporting.

FedRAMP authorized

Envizi is FedRAMP authorized, making it available for use by U.S. federal agencies
to automate ESG data collection, streamline reporting, and gain actionable
insights. The platform helps agencies minimize errors, reduce time spent managing
data, and build more sustainable operations.

Collecting ESG data is challenging enough without adding unnecessary compliance
hurdles. By leveraging Envizi's privacy-first approach and robust infrastructure, you
can foster confidence and transparency in your ESG reporting. Envizi’s strong data
protection practices enable seamless collaboration with third parties, such as
suppliers and other stakeholders, and enhance the efficiency of your ESG data
collection process.
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Figure 2. Envizi's robust security
framework helps protect your ESG
data while you focus on achieving your
sustainability goals

Compliance with evolving data privacy and security
regulations

Aligning with changing regulatory requirements

Compliance with evolving data privacy and security regulations, such as GDPR,
CCPA, and industry-specific standards, can be challenging. Our team constantly
reviews regulatory requirements and industry best practices to keep Envizi ESG
software up-to-date, helping you prepare for regulatory changes and reduce the
risk of non-compliance and the associated legal and financial repercussions.

Demonstrating commitment to sustainability
Organizations that take their sustainability commitment seriously must also
prioritize the security and privacy of their ESG data.

Secure and accurate ESG data is critical for transparent and reliable sustainability
reporting. Envizi’s robust security measures help protect your sensitive data, which
in turn strengthens stakeholder trust and supports long-term sustainability goals.
By safeguarding ESG data, you not only comply with regulatory requirements but
also enhance your organization's reputation as a responsible entity.

Database backup & disaster recovery

IBM Envizi has a robust disaster recovery process designed to protect client data
and ensure business continuity. Daily differential and weekly full backups
safeguard data from loss in the event of a system failure, while standby systems
enable rapid recovery with minimal disruption. Backups are securely stored and
regularly tested, and the disaster recovery planis tested annually to ensure data
can be restored quickly and operations remain resilient in the event of disruption.

Continuous improvement and adaptation to emerging threats

IBM performs both cyber and privacy threat assessments. Standard industry threat
models and privacy impact assessment concepts are leveraged to help ensure data
minimization and adequate data protections are in place. This continuous
improvement and adaptation to emerging threats is vital in an evolving digital
landscape.

IBM'’s proactive threat assessment strategy ensures that potential vulnerabilities
are identified and addressed promptly, keeping data secure. By adopting these
best practices, organizations can maintain robust data protection, minimize risks,
and adapt to new threats, ensuring the ongoing integrity and reliability of their ESG
data.
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Resources available to
organizations seeking evidence of
IBM Envizi’s security stance

Evidence of security stance

Per the Office of the IBM Chief Information Security Officer (CISO), IBM provides
approved reports and artifacts that attest to the security of the IBM Enterprise and
does not respond to questions in client-provided documentation or third-party
portals.

IBM IT security and privacy principles
These documents outline IBM’s position on IT security and privacy:
— IBMEnterprise IT Security Principles
- IBM'sinternal IT security management program demonstrates the principles
that protect our enterprise. See IBM Enterprise IT Security
— Privacy at IBM
« Information about IBM's commitment to data privacy, including links to our
key privacy policies and principles. See IBM Privacy

Data security and privacy contract terms

These are the IBM-wide and Envizi-specific data security and privacy terms that
areincluded in IBM contracts:

— IBM Data Security and Privacy Principles available here: IBM Data Security and

Privacy Principles
— IBMEnvizi ESG Suite Data Processing and Protection Datasheet available here:

IBM Envizi Data Processing and Protection

Certifications

Envizi is developed, deployed, and managed in compliance with IBM’s IT security
standards. As part of this compliance, Envizihas ISO 27001, SOC 1 and SOC2
certification. The IBMISO 27001 certificate that covers Envizi is available here:
IBMISO 27001

Third-party risk assessments

IBM currently has four approved third-party risk assessments (TPRAs) CyberGRX,
TruSight, SIG-Core, and KY3P/IHS Markit. These assessments can be requested on
a case-by-case basis.
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Conclusion

With its robust security framework and industry-leading certifications, IBM Envizi
supports the secure handling of ESG data, enabling you to confidently navigate
regulatory requirements and stay ahead of privacy and security risks in today’s
dynamic sustainability landscape.

For more information
Tolearn more, contact your IBM representative or IBM Business Partner, or visit
https://www.ibm.com/products/envizi.
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