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How IBM can help

IBM is committed to serving governments and citizens around the 
globe—across all government segments including social services, 
government health, tax management, critical infrastructure, 
education, and national security. We work with stewards in 
federal as well as state and local agencies, building on decades  
of experience and trust. Built on a foundation of security and 
automation, our Al and hybrid cloud solutions help governments 
improve the citizen experience, optimize operations, and 
modernize infrastructure.

To learn more about IBM’s work with the government industry, 
visit: https://www.ibm.com/thought-leadership/ 
institute-business-value/en-us/industry/government
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Throughout history, military leaders have faced moments 
when the character of conflict—and the nature of leadership 
itself—changed fundamentally. From mechanization to 
airpower to cyberspace, each transformation demanded  
not only new capabilities, but new ways of thinking, deciding,  
and leading.

Artificial intelligence represents such a moment today.

That perspective is informed not by abstract theory, but by the 
lived experience of defense leaders confronting these changes 
in real time. This report draws on interviews conducted in early 
2026 with 600 senior leaders from defense organizations 
across NATO and Five Eyes nations, in partnership with Oxford 
Economics. These leaders come from ministries, services, joint 
commands, and major defense agencies, representing organi-
zations of different sizes and operational roles. Together, they 
reflect the full spectrum of multi-domain defense missions—
including combat, combat support, and combat service 
support organizations—offering a grounded view of current 
readiness levels, modernization priorities, and the barriers 
limiting operational impact. 
 
Across defense organizations worldwide, AI is no longer  
a distant ambition or a niche technical experiment. It is 
becoming integral to how leaders plan, decide, and act—often 
under conditions of uncertainty, compressed timelines, and 

Foreword

heightened consequence. Nearly two thirds of defense leaders 
already rate AI as very or extremely important to their organiza-
tion’s strategy today, a share expected to rise to more than eight  
in ten by 2028. This shift reflects a growing recognition that AI will 
shape readiness, deterrence, and operational effectiveness in the 
years ahead. 

At the same time, the world our armed forces operate in is marked 
by persistent disruption: geopolitical tension, hybrid conflict, 
cyber risk, and contested information environments. AI will not 
remove the burden of command, nor should it. Judgment, account-
ability, and responsibility remain inherently human. But when 
implemented thoughtfully and governed responsibly, AI can 
augment human decision making—helping leaders operate with 
greater clarity, speed, and consistency in complex environments.

This report is part of IBM’s ongoing commitment to support 
defense leaders with research based insight that is practical, 
balanced, and grounded in operational reality. We are deeply 
grateful to the hundreds of defense leaders who shared their 
perspectives candidly, and we recognize the weight of responsibility 
borne daily by commanders and their teams. 

In a time of sustained competition and uncertainty, we hope these 
insights help leaders navigate the choices ahead with confidence 
and purpose. Above all, we thank you for your service, your 
leadership, and your commitment to the mission and those  
under your command.

Cristina Caballé Fuguet 
Vice President 
Global Public Sector 
IBM
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Investment is rising—but most mission-focused 
AI remains stuck in pilots.
Even as spending is expected to more than double by 2028, AI adoption 
across key mission areas—from command and control, to logistics, ISR, 
and cyber—remain dominated by evaluations and pilots, with few operating 
examples of AI at scale today. 

System readiness is the primary chokepoint  
for AI-enabled defense operations.
Despite significant investment in data and tools, only about a third of core 
mission and business systems are AI ready today. AI insights are generated, 
but they cannot be pulled into the trusted workflows where decisions are 
made. Until systems are modernized to absorb and act on AI outputs, 
additional investment in models or data will yield diminishing returns.

AI resilience and sovereignty are now matters 
of national and alliance infrastructure.
More than two thirds of leaders identify data sovereignty and cybersecurity 
as top national priorities for AI resilience. At the same time, nearly 60% 
believe the greater strategic risk lies in falling behind adversaries on 
AI adoption—highlighting the need to balance speed, control, and 
interoperability across allies. 

Key takeaways

AI will not remove the 
burden of command, 
nor should it.
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Defense leaders are entering a period in which the speed 
and complexity of military activity are growing faster than 
existing decision making structures can comfortably support.  
 
Meeting that challenge requires more than new technology; it demands 
changes in how information is managed, how decisions are made, and how 
institutions organize themselves. Artificial intelligence is becoming part of 
that shift. Used well, it can help decision makers navigate growing complexity. 
Used poorly, it can amplify it.

Defense leaders today are operating in an environment defined less by episodic 
crises and more by continuous contest. Strategic competition is persistent, and 
the boundaries between peace, crisis, and conflict are increasingly blurred. 
Military activity, cyber operations, and information campaigns now unfold 
simultaneously across domains and often below traditional thresholds of 
escalation, creating sustained pressure rather than discrete events.1 

Leadership and decision 
making in the continuum 
of competition

Introduction

The scale of global instability reinforces this reality: the number of active 
armed conflicts worldwide has reached its highest level in decades, with 
multiple assessments indicating levels not seen since the end of the Cold 
War—and, by some measures, since World War II.2 Institutions designed 
for predictability are therefore being asked to perform under conditions of 
uncertainty, speed, and continual change, often with limited margin for error. 
 
This shift has fundamentally altered the tempo of defense operations. Armed 
forces are no longer preparing for isolated conflicts separated by periods of 
relative stability. Instead, they are required to sustain readiness, deterrence, 
and engagement continuously—often across multiple theaters and missions 
at once. Defense spending patterns reflect this change. Since the mid 2010s, 
NATO members have moved away from episodic modernization toward 
persistent investment, with growing emphasis on resilience, cyber defense, 
data, and software driven capabilities alongside traditional platforms.3, 4

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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As operational tempo accelerates, decision windows are shorter and 
information volumes are larger. Data now arrives from far more sources— 
many of them contested, degraded, or deliberately manipulated. Leaders 
are expected to integrate intelligence, operational, logistical, cyber, and 
political considerations in near real time, frequently with incomplete or 
ambiguous information. Research on AI-enabled military decision making 
shows that this compression of time and complexity is already reshaping 
command and control at the operational level, increasing both the potential 
value—and the risk—of AI-supported decision systems.5

In this context, the central leadership challenge is no longer modernization for 
its own sake. It is how to preserve clarity of command, integrity of information, 
and coherence of action when complexity is unavoidable and when errors can 
propagate faster than traditional organizational controls can correct them. 
Maintaining advantage increasingly depends on how effectively institutions 
can sense, decide, and act under sustained pressure.6, 7 
 
Artificial intelligence is emerging as a critical enabler in this environment—not 
because it eliminates uncertainty, but because it can help leaders manage it. 
When applied responsibly, AI can synthesize vast data streams, surface patterns 
invisible to human teams, and support faster, more consistent execution across 
complex defense enterprises. At the same time, analyses from security and 
governance institutions consistently warn that these same systems introduce 
new risks around trust, governance, resilience, and sovereignty if they are 
deployed faster than institutions are prepared to absorb them.8, 9

This report unfolds in four parts:
 
 
	 Part 1 examines how defense leaders view AI today, including 
	 its strategic importance, rising investment, and the uneven 
	 progress that continues to confine most capabilities to pilots. 
 
	 Part 2 looks beneath these patterns to identify the conditions 
	 required to move AI from experimentation to operational use, 
	 focusing on data readiness, system readiness, acquisition speed, 
	 and internal capability. 
 
	 Part 3 widens the lens to the national and alliance level, where 
	 AI foundations—data, compute, infrastructure, governance, 
	 and talent—are increasingly treated as elements of strategic 
	 national infrastructure. 
 
	 The action guide then translates these findings into practical steps 
	 defense organizations and governments can take to strengthen 
	 AI foundations, reduce systemic risk, and convert ambition 
	 into reliable operational advantage.

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide



Leaders increasingly recognize 
that without reliable data, secure 
infrastructure, and integrated 
systems, even advanced AI 
capabilities struggle to deliver 
operational value.
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The research points to a clear pattern: defense 
organizations see AI as essential and are investing 
heavily in it, yet only a small minority are achieving 
strong operational impact. 
 
The gap lies not in intent or funding, but in the difficulty of  
moving AI into the systems where real decisions are made.

Across the organizations surveyed, leaders already view AI as central 
to future military effectiveness. Nearly 63% rate it as very or extremely 
important to their strategy today, a share expected to reach 86% by 2028 
as more leaders move AI into the “extremely important” category. 

Defense AI priorities  
are clear but progress 
is uneven

Part one

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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FIGURE 1 

Defense leader perspectives on AI’s potential in mitigating operational risks

That view mirrors the risks leaders confront 
in their day-to-day operations. Nearly 70% 
believe AI will be very or extremely 
effective in mitigating key operational 
risks over the next three years—from cyber 
defense and interoperable command and 
control to securing logistics and countering 
information operations. (See Figure 1.)

Q: To what extent do you believe AI can be 
effective in helping your organization mitigate 
the following risks in the next 3 years (by 2028)?

Defense leader perspectives on AI’s role in mitigating operational risks by 2028
Figure 1

Achieving information advantage and 
countering information operations

Cyber defense of networks, 
platforms, and data

Interoperable, data-centric C2 (command
and control) across domains and allies

Modernization and security of logistics, 
sustainment, and munitions management

Digital resilience of communications, 
space systems, and critical infrastructure

Integration of AI, autonomy, and emerging
technologies into operations

Preparing for quantum-enabled threats to
defense cryptography and secure communications

Governance and assurance of AI-enabled 
and software-intensive systems

Not effective Slightly/ Moderately Effective Very/ Extremely Effective

Strengthening the defense industrial
base and technology ecosystem

Recruitment and retention of digitally
skilled defense talent

30%2% 68%

31%1% 67%

37%2% 61%

33%6% 61%

46%4% 50%

46%5% 51%

53%1% 46%

49%5% 46%

49%10% 41%

48%12% 40%

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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FIGURE 2 

On average, AI budget allocations are expected to shift away from data 
and traditional AI and into generative and agentic AI by 2028. 
Percentage reflects the distribution of organization’s AI spend

Growing spend

AI’s share of IT spending is set to grow over the next three years. 
In total, surveyed organizations expect their AI investment to more 
than double by 2028, marking a shift from selective trials to broader 
enterprise commitment.  
 
Where defense organizations are focusing investments offers further 
insight. In 2026, most AI activity is concentrated on strengthening 
data management, quality, and governance, followed by traditional 
AI and advanced analytics. Looking ahead to 2028, data foundations 
remain the dominant focus, while interest in generative and agentic 
AI is expected to grow fastest, reflecting a shift toward more adaptive 
and autonomous capabilities. (See Figure 2.) Together, these patterns 
point to a deliberate emphasis on building the foundations required to 
operationalize AI reliably at scale.  
 
This investment pattern reflects hard-won experience. Leaders 
increasingly recognize that without reliable data, secure infrastructure, 
and integrated systems, even advanced AI capabilities struggle to deliver 
operational value.

2026 2028

Data

Traditional AI

Generative AI

Agentic AI

43%

23% 22%

11% 17%

4% 10%

Where defense organizations are investing to build 
operational AI capability

Figure 2

55%

Q: Allocate your AI spend across these four categories today (2026) and projected 
in the next 3 years (2028):  Data and data-related tasks (management, quality, 
governance), Traditional AI/Advanced Analytics, Generative AI Agentic AI

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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Agentic AI refers to systems capable of initiating actions, coordinating 
tasks, or adapting workflows with limited human prompting. Today, 
it accounts for a relatively small share of AI spending compared with 
data foundations and traditional AI. Nevertheless, agentic AI is drawing 
growing interest across defense organizations even as the institutional 
readiness to use it at scale is still limited. (See Figure 3.)

Agentic AI: Early momentum, 
uneven readiness

Perspective

FIGURE 3 

Agentic AI maturity across defense missions: 2026 baseline vs. 2028 outlook 
2026 percentage represents the organizations that have implemented agentic AI for this use case already. 
2028 percentages reflect the percentage of organizations that expect to implement agentic AI for that use case by 2028.Agentic ai maturity across defense missions: 2026 baseline and 2028 outlook
percentage represents...

Figure 3

AI-generated 
reports & 
briefings

2026 2028

5%

23%

Customer 
service 
automation

2026 2028

5%

21%

Real-time threat 
detection & 
response

2026 2028

5%

24%

Data fusion
& situational 
awareness

2026 2028

6%

22%

Automated policy 
& regulation 
analysis

2026 2028

7%

21%

Mission planning 
& logistics 
optimization

2026 2028

8%

26%

Intelligent case 
management 
agents

2026 2028

8%

24%

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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The technology is advancing faster than the governance frameworks 
needed to manage it. By 2028, however, leaders expect investment in 
agentic AI to grow faster than any other AI category, alongside generative 
AI. (See Figure 2.)

Early exploration is concentrated in planning and decision support, 
cyber operations, logistics coordination, and enterprise workflows. 
Leaders cite potential benefits in reducing cognitive load, accelerating 
coordination, and improving consistency. But the same leaders point 
to governance, explainability, and human oversight as prerequisites for 
broader deployment—areas that many acknowledge are not yet mature.

Perspective 
(continued)

For now, agentic AI is emerging as a practical test of institutional 
preparedness: whether defense organizations have the structures 
and oversight needed to govern systems that take action, not just 
generate analysis.

Defense and Intelligence in the AI era: Perspectives from NATO and Five Eyes leaders

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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FIGURE 4 

Current AI adoption across defense mission areas
AI in defense today: 
Dominated by pilots,  
with limited success 
and uneven results

Operational impact remains 
uneven despite rising investment 
and strategic intent. Only 10% of 
leaders describe their organizations 
as extremely successful in adopting 
AI today, while more than 80% 
report only moderate or limited 
success. This gap highlights 
a persistent challenge: AI remains 
inconsistently embedded in mission 
critical workflows. Adoption patterns 
show why. In mission areas such 
as ISR, cyber operations, logistics, 
and command and control, most 
organizations are still evaluating 
or piloting AI, with few operating 
AI at scale today. (See Figure 4.) 
 
Functional areas—IT, information 
security, maintenance, and supply 
chain—show somewhat deeper 
progress but pilots still dominate. 
(See Figure 5.)

Not considering Evaluating Piloting Rolling out Fully
implemented

Current AI adoption across defense mission areas 
Figure 4

Medical and health services

Incorporating AI into 
autonomous vehicles

Incorporating AI into 
semiautonomous vehicles

Information operations 
(IO) and 'deep fakes'

Military logistics

Command and control

Cyberspace operations

Intelligence, surveillance, 
and reconnaissance (ISR)

4%

4%

6%

5%

3%

5%

6%

4%

26%

28%

28%

32%

32%

33%

40%

41%

18%

19%

28%

25%

28%

26%

21%

26%

33%

24%

18%

23%

21%

24%

18%

15%

20%

25%

20%

15%

16%

12%

15%

14%

Q: Where is your organization in terms of adopting AI in the following defense 
application areas today (2026) and where do you expect to be in three years (2028)?

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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FIGURE 5 

Current AI adoption across 
defense functional areas

Current AI adoption across defense functional areas 
Figure 5

Not considering Evaluating Piloting Rolling out Fully
implemented

Information security 1% 20% 26% 30%23%

Information technology 2% 21% 25% 29%23%

Risk 4% 24% 21% 24%27%

Product capability
development

4% 23% 18% 24%31%

Supply chain 7% 18% 22% 20%33%

Maintenance 7% 25% 19% 21%28%

Innovation 4% 24% 22% 17%33%

Finance 3% 16% 22% 16%43%

Procurement 9% 28% 18% 13%32%

Customer service 13% 21% 14% 12%40%

Human resources 6% 24% 12% 13%45%

Q: Where is your organization in 
terms of adopting AI in the following 
functional areas today (2026) and 
where do you expect to be in three 
years (2028)?

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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Together, these findings point to the core issue: AI is recognized as 
essential, funded accordingly, and tested widely, but success depends 
on whether organizations can embed it into the operational and institutional 
systems that shape mission-critical decisions. Where that integration is 
taking place—supported by modern systems, governed data, and clear 
ownership—leaders report greater value. Where it is not, progress stalls.

This persistent gap between ambition and execution now defines 
the defense AI landscape. The next section examines the constraints 
behind it—and why they stem less from technology itself than from  
the readiness of the systems and institutions expected to absorb it.

AI is recognized as essential, funded 
accordingly, and tested widely,  
but success depends on whether 
organizations can embed it into the 
operational and institutional systems 
that shape mission-critical decisions.

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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The conditions 
that shape AI 
success in defense

Part two

Data readiness: A necessary foundation,  
but not a differentiator

Leaders estimate that roughly half of their data is useful for AI, yet 
only about one-third has been brought into a usable state—cleaned, 
structured, or standardized enough for AI systems to work with—and 
only about one-tenth is actively used by those systems today. That gap 
limits the extent to which AI can operate across domains or at scale.
Data readiness is therefore a necessary foundation, but it is not what 
distinguishes the organizations that are advancing most quickly. Many 
have improved the quality and accessibility of their data yet still 
struggle to generate operational impact because the downstream 
systems receiving AI outputs cannot absorb or act on them. Once 
system readiness and technology maturity are considered, data 
readiness alone does not predict adoption success.

15

The key to understanding uneven progress lies 
in the systems where AI is meant to operate. 

The survey data shows that adoption depends less on advances in 
AI models than on the conditions that allow those models to function 
reliably inside complex operational and institutional systems.

Four factors stand out consistently: data readiness, system readiness, 
acquisition speed, and the balance between internal capability and 
external dependence. Each plays a distinct role; together, they determine 
whether AI can move beyond pilots and deliver mission impact at scale.

Emerging approaches such as geospatial language models—explored by 
organizations including NASA and ESA—demonstrate how large-scale 
Earth observation data can be translated into operational insight, from 
terrain analysis to mission planning. These models highlight the growing 
importance of multimodal AI systems that integrate imagery, spatial 
data, and language to support faster, more informed defense decisions.

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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System readiness as a strategic chokepoint

A more decisive constraint is system readiness—the ability of  
core operational and enterprise systems to integrate AI and translate 
insight into action. On average, fewer than one-third of systems are 
reported as AI-ready today. 

For operational commanders, the effect is tangible. Where systems are 
fragmented, brittle, or constrained by legacy architectures, AI insights 
may be generated—but they arrive too late, in the wrong format, or outside 
trusted workflows. In these environments, AI informs briefings rather than 
decisions. System readiness has become the strongest predictor of AI 
adoption and strategic chokepoint to deploying AI at scale.

Acquisition speed: Shared pressure, shared risk

Leaders also point to acquisition and authorization processes as persistent 
constraints. More than 60% believe acquisition cycles must accelerate by 
two times or more to keep pace with AI advances over the next three years. 
(See Figure 6.) 

Importantly, acquisition speed does not statistically differentiate leading 
organizations from others. This is a shared structural challenge across 
allies. The risk lies in the aggregate effect: when all organizations move 
slowly, adversaries—unconstrained by comparable processes—gain relative 
advantage. Acquisition speed is more of an adversary risk than an internal 
efficiency problem.

FIGURE 6 

Leaders indicate acquisition cycles must accelerate significantly Leaders believe acquisition cycles must accelerate significantly 
Figure 6

3x 5x
current
pace is
sufficient

50%
faster

2x
or more

7%

30%

43%

12%

7%

1.5x1x

Q: By what factor does your organization need to accelerate its 
current acquisition cycle to keep pace with AI advances in the 
next three years (by 2028)?

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure
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Functional adoption matters more than pilots

Our analysis reveals another consistent pattern. Embedding AI into functional 
and enterprise systems—logistics, maintenance, procurement, cyber defense, 
and information security—is a stronger predictor of overall AI maturity 
than mission-specific pilots alone. The implication is straightforward—AI 
that improves how the organization runs is often the fastest path to AI that 
improves how it executes.

Dependency and resilience

Private-sector partnerships remain essential. However, organizations reporting 
high reliance on external providers consistently show lower internal readiness 
and slower progression toward operational AI. This mirrors patterns identified 
in the prior IBM IBV AI Decision Advantage for Defense 10 report, where reliance 
was highest during early adoption stages and declined as organizations moved 
toward implementation and operation.

The issue is not collaboration itself, but imbalance—where knowledge, control, 
or continuity cannot be sustained internally under stress. As AI becomes more 
operationally embedded, leaders increasingly view internal capability as a 
resilience requirement, not just a cost consideration.

However, these execution constraints do not stop at the boundaries of individual 
defense organizations. As AI becomes more deeply embedded in operations,  
the foundations that determine success at the enterprise level increasingly 
shape national resilience, sovereignty, and alliance effectiveness. The next 
section shifts from execution inside defense enterprises to the growing reality 
that AI foundations themselves have become strategic national infrastructure.

Together, these findings point to a 
clear conclusion: the barrier to AI 
advantage is no longer aspiration, 
funding, or experimentation. 
It is execution—across data, 
systems, acquisition, and 
organizational capability.

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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Beyond organizational execution, defense leaders 
increasingly view AI through a national and alliance lens.

A large majority believe AI will significantly improve operational capability and 
readiness over the next three years, while simultaneously acknowledging that 
the same technologies could pose systemic risks if misused or inadequately 
governed. This duality—AI as both accelerator and amplifier of risk—has shifted 
the conversation from individual programs to the national foundations that 
underpin defense capability and coalition effectiveness in practice.

AI foundations 
have become strategic 
national infrastructure

Part three

“Our highest priority is building 
sovereign, secure data and AI 
infrastructure that can operate 
independently while remaining 
fully interoperable with our allies.”
Chief Technology Officer 
Combat Support Organization, Poland

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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When asked to identify the most important priorities 
for building national AI resilience and ensuring true AI 
sovereignty, leaders consistently point to infrastructure- 
level capabilities. (See Figure 7.) Data sovereignty, 
cybersecurity, digital and compute infrastructure, 
regulatory and ethical frameworks, and workforce 
development rank highest. Roughly two-thirds cite 
data sovereignty and cybersecurity among their top 
priorities, reflecting a clear view that control, security, 
and trust form the basis of any credible AI advantage. 

FIGURE 7 

National AI resilience/sovereignty priorities

“If I had to name one top 
priority, it would be ensuring 
we retain sovereign control 
over our data, compute, 
and critical AI systems, 
especially in defense 
and national security.”
Chief Technology Officer 
Combat Support Organization, Canada

National AI resilience/sovereignty priorities 
Figure 7

62%
Regulatory and 
ethical frameworks

67%
Data sovereignty

66%
Cybersecurity

43%
Supply chain

38%
Public-private 
collaboration

27%
Energy 
infrastructure

22%
Public service 
integration

45%
International 
cooperation

51%
Strategic alliances 
and partnerships

56%
Digital 
infrastructure

54%
Education and 
workforce development

54%
Innovation 
ecosystem

Q: Which of the following are most important to building national AI resilience/sovereignty in your country?
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“Highest priority should be to 
ensure control over AI hardware, 
software, and deployment which 
is critical for defense and 
intelligence resilience.” 
Chief Information Officer 
Combat Support Organization, Australia

Divergent risk perspectives, similar stakes

Leader commentary highlights how these priorities play out across 
countries. Where digital infrastructure and cloud maturity are advanced, 
leaders place greater emphasis on governance, assurance, and trust 
frameworks. In countries that have accelerated AI adoption more recently, 
the focus leans more toward data control, cybersecurity, and domestic 
capability building.

These differences reflect varied starting points, not divergent aims. The 
destination is the same: reliable, sovereign, and secure AI foundations.

Leaders also differ in how they balance urgency and caution. Nearly 60% 
of the leaders we interviewed believe the greater risk lies in falling behind 
adversaries on AI adoption, while the others emphasize the danger of 
moving too quickly without adequate guardrails. Such divergence shapes 
national investment and governance choices, but it does not alter the 
broader reality: uneven adoption across allies introduces collective 
risk. Where AI maturity varies widely, coalition effectiveness can be 
constrained by the weakest link. 

Together, these findings make clear that AI readiness has become a 
matter of national infrastructure, not organizational optimization. Building 
resilience, sovereignty, and interoperability now requires deliberate 
choices—about what to control, what to share, and what to standardize 
across defense enterprises and alliances.

The action guide that follows translates these national level 
priorities into practical steps leaders can take now to strengthen 
AI foundations, reduce systemic risk, and convert readiness into 
durable advantage.

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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The actions below reflect what defense leaders consistently identify as nonnegotiable 
over the next three years if AI is to strengthen readiness, resilience, and trust rather 
than become a fragile dependency.

Action guide:  
Turning AI ambition 
into operational reality

Organizational actions:  
Defense enterprises

01
Modernize core systems so AI 
operates inside real workflows.

AI cannot deliver value when insights remain 
outside operational and enterprise systems. 
Legacy platforms, fragmented architectures,  
and brittle integrations must be modernized  
so AI outputs translate directly into decisions  
and actions.
  

“Modernizing legacy systems  
is essential, as many current platforms 
limit our ability to use AI effectively 
and at scale.”

Chief Information Officer 
Combat Arms Unit, France

02
Treat data readiness as an 
ongoing operational discipline.

Clean, governed, interoperable data must 
be continuously maintained as part of daily 
operations. One-time data initiatives do not  
sustain AI performance or trust at scale.

“Fixing the foundation first by 
providing clean  and solid data 
is the only path to AI outputs 
that people actually trust.”

Chief Information Officer 
Combat Service Support Organization, Germany

Introduction Priorities  
and progress

Conditions  
for AI success

National 
infrastructure

Action guide
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03
Build durable internal AI capability 
to strengthen operational resilience.

Sustainable AI adoption depends on developing 
in-house skills, institutional knowledge, and lifecy-
cle ownership across data, models, and systems. 
Internal capability ensures continuity, adaptability, 
and control when operating conditions change or 
external support is constrained.

“We need to create our own AI experts 
inside the organization who can help 
everyone use AI better.”

Chief Information Officer 
Combat Support Organization, United States

04
Force the transition from pilots 
to mission-relevant deployment.

AI initiatives must move decisively beyond exper-
imentation and be embedded into priority work-
flows with clear ownership, measurable outcomes, 
and operational accountability.

“We need to move beyond disconnected    
 AI trials and deploy AI as mission-critical 
capabilities that are actively used and 
clearly tied to operational results.”

Chief Information Officer 
Combat Support Organization, France

05
Embed trust, oversight, and 
human accountability by design.

Explainability, auditability, and clear human 
responsibility must be built into AI systems from 
inception—especially as autonomy and decision 
impact increase.

“AI must support decisions, while 
people remain clearly responsible 
and in control at all times.”

Chief Information Officer 
Combat Service Support Organization, 
United Kingdom 
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01
Secure sovereign control over data, 
compute, and critical AI systems.

National security depends on assured control 
of AI foundations—not just ownership, but 
guaranteed access, governance, and operability 
under disruption.

“If I had to name one top priority,  
it would be ensuring we retain  
sovereign control over our data,  
compute, and critical AI systems.”

Chief Information Officer 
Combat Support Organization, Canada

02
Invest in resilient, secure 
national AI infrastructure.

AI foundations—cloud, compute, energy, networks—
must be treated as strategic infrastructure capable 
of operating through cyberattack, supply chain 
disruption, and geopolitical stress.

“Establishing a sovereign AI infrastructure  
is a prerequisite for national resilience, 
as it prevents external adversaries from 
gaining the backdoor access required 
to disable our critical defense networks.”

Chief Information Officer 
Combat Arms Unit, Denmark

National actions:
Governments and 
defense ecosystems
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03
Establish enforceable national 
AI governance and standards.

Clear national frameworks are required to  
embed security, ethics, and accountability while 
enabling speed, interoperability, and trust across 
defense institutions.

“Implementing a single, coherent 
national AI governance system that 
enables progress while safeguarding 
security and accountability.”

Chief Information Officer  
Combat Service Support Organization, Netherlands 

04
Build domestic AI talent 
pipelines at scale.

Long-term AI resilience depends on  
education, retention, and mission-aligned  
career paths that sustain national capability  
and reduce external dependence.

“Our country must prioritize developing 
AI experts at scale, as human capability  
is the key to staying competitive 
and sovereign.”

Chief Information Officer 
Combat Support Organization, Germany

05
Design sovereignty to strengthen 
alliances, not isolate them.

Sovereignty must be compatible with  
secure interoperability. Shared standards  
and trusted collaboration are essential to  
collective defense effectiveness.

“Sovereign AI systems must remain 
interoperable with allies while 
preserving national control.” 

Chief Information Officer 
Combat Arms Unit, Netherlands
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Research methodology
This study was conducted by the IBM Institute for 
Business Value in partnership with Oxford Economics  
in January 2026. It is based on a survey of 600 CIOs and 
CTOs from defense organizations across NATO and Five 
Eyes nations.

Respondents were screened to ensure direct  
responsibility for AI strategy or implementation.  
The survey combined Likert scale, numerical, and 
open-ended questions covering investment, readiness, 
maturity, barriers, and national resilience considerations.

The methodology builds on prior IBV defense research, 
including AI Decision Advantage for Defense, enabling 
longitudinal comparison while incorporating new 
questions on generative AI, agentic AI, acquisition  
speed, and sovereignty.
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IBV developed a comprehensive, multi-section questionnaire 
building on prior IBV defense research, including AI Decision 
Advantage for Defense, to enable longitudinal comparison while 
incorporating new areas of inquiry. The final instrument combined 
Likert scale, numerical, categorical, and open ended questions, 
capturing both quantitative measures and qualitative context. 
 
The survey examined:

	– Strategic importance of AI and projected investment levels

	– Data readiness, system readiness, and integration into 
operational workflows.

	– Adoption and maturity of traditional, generative, 
and agentic AI.

	– Barriers to scaling AI, including acquisition speed 
and organizational capability.

	– National level considerations such as AI sovereignty, 
cybersecurity, infrastructure, and alliance interoperability.

 
Oxford Economics oversaw the data collection process, applying 
independent fielding, quality controls, and anonymization 
protocols to ensure objectivity, confidentiality, and consistency 
across countries.

The analytical approach began with foundational data preparation 
and validation, including completeness checks, response 
consistency review, and normalization of scale based variables. 
Descriptive statistics were used to establish baseline patterns 
across investment, adoption stages, and readiness dimensions.

The analysis then applied contrasts and pairwise comparisons  
to examine relationships among organizational characteristics,  
AI maturity, system readiness, functional adoption, and national 
priorities. Special attention was given to distinguishing pilot level 
experimentation from operational deployment, as well as 
comparing mission specific AI use with adoption in enterprise 
and functional systems.

Where appropriate, statistical significance was assessed using  
a threshold of p < 0.05. Results emphasized directional strength, 
consistency across cuts, and practical relevance, rather than 
statistical significance alone. Qualitative responses were analyzed 
thematically to contextualize quantitative findings and to surface 
leadership perspectives on trust, governance, and resilience.



28Defense and Intelligence in the AI era: Perspectives from NATO and Five Eyes leaders

Related reports
Government in the AI era 
ibm.biz/gov-ai-era

Elusive threats, elastic defense: Securing AI at scale 
ibm.biz/ai-cybersecurity

Defense Manufacturing in the AI Era 
ibm.biz/defense-in-ai-era

Andrew Boyd 
US Defense Industry Leader, IBM Consulting

Lorenzo Cattano 
Australia Defence Leader, IBM Consulting

Jörg Kunz 
Germany Defense Leader, IBM Consulting

Dan McBride 
UK Defence Leader, IBM Consulting 

Greg Porpora 
Global Defense CTO and Distinguished Engineer, IBM Consulting

Steve Rawsthorn 
Executive Chairman, SiXworks

Meeyoung Yoon 
Global Defense Industry Solutions Leader, IBM Consulting

Douna Daou 
Design Lead, IBM Institute for Business Value

Kristine Rodriguez 
Editor-in-Chief, IBM Institute for Business Value

Carol Bertocci 
Business Analytics Consultant, IBM Institute for Business Value

Contributors

https://ibm.biz/gov-ai-era
https://ibm.biz/ai-cybersecurity
https://www.ibm.com/thought-leadership/institute-business-value/en-us/c-suite-study/cfo
https://ibm.biz/defense-in-ai-era


29Defense and Intelligence in the AI era: Perspectives from NATO and Five Eyes leaders

Subscribe to our  
IdeaWatch newsletter
Just the insights. At your fingertips. Delivered monthly. 

Brought to you by the IBM Institute for Business Value, 
ranked #1 in thought leadership quality by Source 
Global Research for the third consecutive year.

Research-based thought leadership insights, data, and 
analysis to help you make smarter business decisions 
and more informed technology investments.

Subscribe now: ibm.biz/ideawatch

About Research Insights
Research Insights are fact-based strategic insights for 
business executives on critical public- and private-sector 
issues. They are based on findings from analysis of our own 
primary research studies. For more information, contact the 
IBM Institute for Business Value at iibv@us.ibm.com.

IBM Institute  
for Business Value
For two decades, the IBM Institute for Business Value has 
served as the thought leadership think tank for IBM. What 
inspires us is producing research-backed, technology-in-
formed strategic insights that help leaders make smarter 
business decisions. 

From our unique position at the intersection of business, 
technology, and society, we survey, interview, and engage 
with thousands of executives, consumers, and experts each 
year, synthesizing their perspectives into credible, 
inspiring, and actionable insights. 

To stay connected and informed, sign up to receive IBV’s 
email newsletter at ibm.com/ibv. You can also find us  
on LinkedIn at ibm.co/ibv-linkedin.

https://www.ibm.com/account/reg/us-en/signup?formid=news-urx-53569
mailto:iibv%40us.ibm.com?subject=


30Defense and Intelligence in the AI era: Perspectives from NATO and Five Eyes leaders

Notes and sources
1	 “The Secretary General’s Annual Report, 2024.” NATO. Accessed 

April 24, 2026. https://www.nato.int/en/about-us/official-texts-
and-resources/secretary-generals-annual-report/
the-secretary-general-s-annual-report-2024

2	 “Global Peace Index 2024.” Institute for Economics and Peace. 
Accessed April 24, 2026. https://www.economicsandpeace.org/
wp-content/uploads/2024/06/GPI-2024-web.pdf

3	 NATO press release. “Defence Expenditure of NATO Countries 
(2014-2024).” Accessed April 24, 2026. https://www.nato.int/
content/dam/nato/legacy-wcm/media_pdf/2024/6/pdf/240617-
def-exp-2024-en.pdf

4	 Dian, Dr. Nan, Lorenzo Scarazatto, and Jade Guiberteau Ricard. 
“NATO’s new spending target: challenges and risks associated  
with a political signal.” Stockholm International Peace Research 
Institute. June 27, 2025. https://www.sipri.org/commentary/
essay/2025/natos-new-spending-target-challenges-and 
-risks-associated-political-signal

5	 Probasco, Emelia, Helen Toner, Matthew Burtell, and Tim G. J. 
Rudner. “AI for Military Decision-Making: Harnessing the 
Advantages and Avoiding the Risks.” Center for Security and 
Emerging Technology. April 2025. https://cset.georgetown.edu/
wp-content/uploads/CSET-AI-for-Military-Decision-Making.pdf

6	 “The Secretary General’s Annual Report, 2024.” NATO. 
Accessed April 24, 2026. https://www.nato.int/en/about-us/
official-texts-and-resources/secretary-generals-annu-
al-report/the-secretary-general-s-annual-report-2024

7	 Probasco, Emelia, Helen Toner, Matthew Burtell, and Tim G. 
J. Rudner. “AI for Military Decision-Making: Harnessing the 
Advantages and Avoiding the Risks.” Center for Security and 
Emerging Technology. April 2025. https://cset.georgetown.
edu/wp-content/uploads/CSET-AI-for-Military-Decision-
Making.pdf

8	 Probasco, Emelia, Helen Toner, Matthew Burtell, and Tim G. 
J. Rudner. “AI for Military Decision-Making: Harnessing the 
Advantages and Avoiding the Risks.” Center for Security and 
Emerging Technology. April 2025. https://cset.georgetown.
edu/wp-content/uploads/CSET-AI-for-Military-Decision-
Making.pdf

9	 “Governing with Artificial Intelligence: The State of Play and 
Way Forward in Core Government Functions.” Organisation 
for Economic Co-operation and Development. September 18, 
2025. https://www.oecd.org/en/publications/govern-
ing-with-artificial-intelligence_795de142-en.html

10	 AI decision advantage for defense: Closing the gap between 
development and deployment. IBM Institute for Business 
Value. May 2024. ibm.co/ai-decision-advantage-for-defense

https://www.nato.int/en/about-us/official-texts-and-resources/secretary-generals-annual-report/the-secretary-general-s-annual-report-2024
https://www.nato.int/en/about-us/official-texts-and-resources/secretary-generals-annual-report/the-secretary-general-s-annual-report-2024
https://www.nato.int/en/about-us/official-texts-and-resources/secretary-generals-annual-report/the-secretary-general-s-annual-report-2024
https://www.economicsandpeace.org/wp-content/uploads/2024/06/GPI-2024-web.pdf
https://www.economicsandpeace.org/wp-content/uploads/2024/06/GPI-2024-web.pdf
https://www.nato.int/content/dam/nato/legacy-wcm/media_pdf/2024/6/pdf/240617-def-exp-2024-en.pdf
https://www.nato.int/content/dam/nato/legacy-wcm/media_pdf/2024/6/pdf/240617-def-exp-2024-en.pdf
https://www.nato.int/content/dam/nato/legacy-wcm/media_pdf/2024/6/pdf/240617-def-exp-2024-en.pdf
https://www.sipri.org/commentary/essay/2025/natos-new-spending-target-challenges-and-risks-associated-political-signal
https://www.sipri.org/commentary/essay/2025/natos-new-spending-target-challenges-and-risks-associated-political-signal
https://www.sipri.org/commentary/essay/2025/natos-new-spending-target-challenges-and-risks-associated-political-signal
https://cset.georgetown.edu/wp-content/uploads/CSET-AI-for-Military-Decision-Making.pdf
https://cset.georgetown.edu/wp-content/uploads/CSET-AI-for-Military-Decision-Making.pdf
https://www.nato.int/en/about-us/official-texts-and-resources/secretary-generals-annual-report/the-secretary-general-s-annual-report-2024
https://www.nato.int/en/about-us/official-texts-and-resources/secretary-generals-annual-report/the-secretary-general-s-annual-report-2024
https://www.nato.int/en/about-us/official-texts-and-resources/secretary-generals-annual-report/the-secretary-general-s-annual-report-2024
https://cset.georgetown.edu/wp-content/uploads/CSET-AI-for-Military-Decision-Making.pdf
https://cset.georgetown.edu/wp-content/uploads/CSET-AI-for-Military-Decision-Making.pdf
https://cset.georgetown.edu/wp-content/uploads/CSET-AI-for-Military-Decision-Making.pdf
https://www.oecd.org/en/publications/governing-with-artificial-intelligence_795de142-en.html
https://www.oecd.org/en/publications/governing-with-artificial-intelligence_795de142-en.html
https://ibm.co/ai-decision-advantage-for-defense


31Defense and Intelligence in the AI era: Perspectives from NATO and Five Eyes leaders

© Copyright IBM Corporation 2026

IBM Corporation  
New Orchard Road  
Armonk, NY 10504

Produced in the United States of America | May 2026

IBM, the IBM logo, ibm.com and Watson are trademarks of International Business Machines Corp., 
registered in many jurisdictions worldwide. Other product and service names might be trademarks 
of IBM or other companies. A current list of IBM trademarks is available on the web at “Copyright 
and trademark information” at: ibm.com/legal/copytrade.shtml. 

This document is current as of the initial date of publication and may be changed by IBM at any 
time. Not all offerings are available in every country in which IBM operates. 

THE INFORMATION IN THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT ANY WARRANTY, 
EXPRESS OR IMPLIED, INCLUDING WITHOUT ANY WARRANTIES OF MERCHANTABILITY, FITNESS 
FOR A PARTICULAR PURPOSE AND ANY WARRANTY OR CONDITION OF NON-INFRINGEMENT. 
IBM products are warranted according to the terms and conditions of the agreements under which 
they are provided.

This report is intended for general guidance only. It is not intended to be a substitute for detailed 
research or the exercise of professional judgment. IBM shall not be responsible for any loss 
whatsoever sustained by any organization or person who relies on this publication. 

16951f13a461725d-USEN-00

http://www.ibm.com
http://www.ibm.com/legal/copytrade.shtml

	Structure Bookmarks



