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IBM Safe Harbor Policy 
 
 
IBM’s policies support the protection of organizations and hackers engaged in Good Faith Security 
Research. “Good Faith Security Research” is:  (1) accessing a computer solely for purposes of 
good-faith testing or investigation of a security flaw or vulnerability, where such activity is carried 
out in a manner designed to avoid any harm to individuals, the public, and IBM; and (2) where the 
information derived from the activity is used primarily to promote the security or safety of the class 
of devices, machines, or online services to which the accessed computer belongs, or those who 
use such devices, machines, or online services. 
 
To qualify as “Good Faith Research” under this policy, the following requirements must also be met: 

• Notify IBM as soon as possible after you discover a real or potential security issue. 
• Make every eRort to avoid privacy violations, degradation of user experience, disruption to 

production systems, and destruction or manipulation of data. 
• Only use exploits to the extent necessary to confirm a vulnerability’s presence. Do not use 

an exploit to compromise or exfiltrate data, establish persistent command line access, or 
use the exploit to pivot to other systems.  

• Provide us a reasonable amount of time, as defined by IBM, to resolve the issue before you 
disclose it publicly. The recommended time frame for disclosure is no sooner than 30 days 
after the fix is made publicly available. 

 
Once you’ve established that a vulnerability exists or encounter any sensitive data (including 
personally identifiable information, financial information, or proprietary information or trade 
secrets of any party), you must stop your test, notify us immediately, and not disclose this data to 
anyone else. 
 
The following test methods are not authorized for “Good Faith Security Research”: 

• Network denial of service (DoS or DDoS) tests or other tests that impair access to or 
damage a system or data; 

• Physical testing (e.g. oRice access, open doors, tailgating), social engineering (e.g. 
phishing), or any other non-technical vulnerability testing; 

• Testing which compromises or exfiltrates data. 
 
If you comply with this policy during your security research, IBM will consider your Good Faith 
Security Research to be authorized, we will work with you to understand and resolve the issue 
quickly, and we will not recommend or pursue legal action related to your research. Should legal 
action be initiated by a third party against you for activities that were conducted in accordance with 
this policy, IBM will make this authorization known. In this context, Good Faith Security Research 
shall not be considered a data breach. 
 
IBM waives any relevant restrictions in our terms and conditions that conflict with the standard for 
Good Faith Security Research outlined here. You should contact us for clarification before engaging 
in conduct that you think may be inconsistent with Good Faith Security Research or unaddressed 
by our policy. 


